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Ilepeuenn cBeieHuii 0 padoyeii mporpaMme MOaYJIst

Y4yeTHbIE JaHHbIE

OO0pa3zoBaresbHasi IPOrpaMmma

3awuma ungopmayuu 8 UHGOPMAYUOHHBIX CUCTIEMAX
NepPCOHANbHBIX OAHHBIX, 20CYOAPCMEEHHbIX
UHDOPMAYUOHHBIX CUCTNEMAX U SHAYUMBIX 00BEKMAX
Kpumu4eckou UHhOpMayuoHHol uHGpacmpyKmypuol

Kon OII 10.04.01/22.01

Hanpagaenue noarorosku Mudopmanmonnas
0€301IacCHOCTb

Koa HanpasJieHust 1 ypoBHSI IOATOTOBKH
10.04.01

Ob6nacTh 00Opa3oBaHMs, B paMKaxX KOTOPHIX PeaTU3yeTCs MOIYJIb 00pa30BaTeIbHON MPOrPaMMEI TI0

®I'OC BO 3++, ypoBeHb macucmpamypa.

Ne Ilepeuenn obJ1acTeil 06pa3oBanus, 1J1s1 KOTOPbIX YpoBeHb NOATOTOBKH
n/n pa3zpadoran ®I'OC BO 3++
1. | lmxxeHepHOE 1e510, TEXHOJIOTHH U TEXHUYECKUE HAYKU Mazucmpamypa

[IporpamMma Moaysisi cOCTaBlieHa aBTOPaMU:

Yuenas
Ne n/m Pavuomst Mvs CTelneHb, Y4eHoe Jo/kHOCTH Honpa3znesnenne
OTtuecTBO i
3BaHue
1 Komnnepos Anpapeit K.1.1., monent JOIICHT Yuebno-nayunwiii yenmp
CepreeBuu «Hngopmayuonnasn
bezonacnocmovy
2 [TonomapeBa Onbra Crapmuit Yuebno-nayunwiii yenmp
AnekceeBHa MpernoaBaTesb «Hngopmayuonnasn
bezonacnocmovy
PykoBoaureab monyas - C.B. [lopwnes
Coraacosano:




1. OBIIASA XAPAKTEPUCTUKA MOAYJISA 3amuineHHble
HHG(oOpPMaIlHOHHBbIE CHCTEMBI

1.1. AHHOTaUA CO/IEPKAHUA MOTYJIA

Hensto momyns siBasieTcss (QopMHUpoBaHWE 3HAHUNW W yMEHMH B 00JacTH MPOTHUBOICHCTBUS
KOMIBIOTEPHOM TPECTYMHOCTH, PEIICHUs 3a7a4 B 00JaCTH B OOJACTH YCTAaHOBKH, HACTPOUKU U
JKCIUTyaTalliid CHUCTEM OOHAPYKEHHS KOMIIBIOTEPHBIX aTaK HAa 3HAYUMBIX OOBEKTaX KPUTHYECKOU
nHpopMannoHHON HHPpacTpyKTyphl (nanee KMHW), pearnpoBaHusi Ha KOMIIbIOTEPHBIC MHIIHAICHTBI
Ha 3HauuMbIX oObekTax KWW, a Ttaxke mnpoextupoBaHusi 0a3bl MpaBuil JUisi OOHAPYKEHHUS U
MIPESIYIPEKICHUS HAMPABICHHBIX KOMIBIOTEPHBIX aTak, (OPMUPOBAHHWE PEKOMEHIANNN I10
MIPUHSATUIO MEP, HAMPABIICHHBIX HAa HEJIOMYIIEHNE TOBTOPEHU I MOI0OHBIX MHITUACHTOB B OYIyIIIEM.
B wMonyne wm3y4aioTcs OCHOBHBIE TIOJXOJbI K OpPraHU3AIMHM  AKCIEPTHO-aHAIUTUYECKOU
nesTenbHOCTH B cepe obecrieueHus: 6ezonacHocTH o0bekToB KWW, mpuHIUIBI aHATUTHUYECKOM
pabotel ¢ cuctemamu obOHapyxkeHus atak (gaiee — COA) mpu MOMOIIM CHCTEM YIIPaBICHUS
6a3amu naHHbIX (Hanee — CYBJI); crangapTel 1 HOPMaTUBHBIE MPABOBBIE AKThI, OMHCHIBAIOIINE
MOPSZIOK pearupoBaHus Ha KOMITbIOTEPHBIC HHITMIACHTHI Ha 3HAaUMMbIX 00bekTax KU ; TpeGoBanus,
MpEeAbSBISIEMbIE K CHCTEMaM OOHAPY>KEHHsI KOMITBIOTEPHBIX aTakK MpH 3allUTe 3HAYMMBIX 00bEKTOB
K1U; wmexaHu3Mbl KOMITBIOTEPHOTO CIEA000pa30BaHUsl; NPHHIUIB (DYHKIMOHUPOBAHUS U
MOCTPOCHUSI  CUCTEM OOHApY)KEHHMs KOMIIBIOTEPHBIX  aTaK; JUKBUAAIMS  TIOCIIEICTBUM
KOMIIBIOTEPHOTO MHITUICHTA i COBEPIIICHCTBOBAHUE MTPUMEHSIEMBIX MEP 3aIIUTHI.

B Moaynb BXoadT: - DKCIUTyaTanusi CUCTEM 00OHAapy>KEHUsI KOMIIBIOTEPHBIX aTak Ha 00bEKTax
KHWMU; - PearnpoBanne Ha KOMIbIOTEPHBIE MHIIMIEHTHI, IUKBUAALMS UX ITOCIEACTBUI Ha
oobekTax KMU; - DkcniepTHas 1 aHAIMTAYECKAs IEATEITLHOCTD B chepe obecreueHus
6e3omacHocT 00bexToB KU

CrpykTypa n 00beM MOIYJIst

Taomuma 1
N O0beM JUCHMIITHH MOXYJIS
0
/' IlepeyeHb AMCHMIUINH MOAYJISI B TIOCJI€0BATETHHOCTH UX OCBOEHUS U BCEero MoAyJisl B 3a4eTHBIX
n/n CANMHHUIAX U Yyacax
i PearupoBanue Ha KOMITBIOTEPHBIC UHITUICHTHI, TUKBHIAIIHAS 3/108
" | ux nmocuencreuil Ha 00bexkTax KUU
5 DKCHepTHas U aHATMTHYECKasl IeITeIbHOCTD B cepe 3/108
o0ecneuenus 6eszonacHoctu 00bekToB KM
3 DKcIuTyaTanusi CUCTeM OOHapy>KEeHHUsI KOMITBIOTEPHBIX aTak Ha 3/108
o0vekrax KU
9/324
HUTOI'O no momyito:

1.2. IlocienoBaTeILHOCTH OCBOEHUSI MOYJ151 B 00pa30BaTe/IbHOI MporpaMmme

IIpepexBU3UTHI MOLYIS Memooul u cpeocmesa 3awumel uHghopmayuu 6
UHGOPMAYUOHHBIX CUCEMAX NEPCOHAILHBIX OAHHBIX
(UCII/1), 2ocyoapcmeennbix UHPOPMAYUOHHBIX
cucmemax (I'MIC) u 3nauumvix ob6vexmax




Kpumu4eckou ungopmayuonHou ungpacmpykmypuol
(KHH)

ITocTpeKBU3UTHI U KOPPEKBU3HUThI BKP
MOAYJIs

1.3. Pacnipenesnenue KOMIeTEHI U M0 AUCHUIIMHAM MOJYJs, IUIAHUPYEMble pe3yJbTaThbl
o0y4eHUs1 (MHANKATOPBI) 10 MOIYJII0

W3yyenne AMCUMIUIMH MOAY/Isl TpenycMarpuBaeT  (opMUpOBaHHE  KOMIIETEHITHI
MMOCPEJICTBOM TIOCJICIOBATEILHOTO OCBOCHHS PE3YJIbTaTOB OOYyUEHHUS Ha OIPEICIICHHOM YPOBHE
CIIO)KHOCTH COZICPKAHHUS.

PG3YJ'II)TaTI)I O6y‘-I€HI/I$[ 10 JTUCHUIIJIINHE — OTO KOHerTHI)Ie 3HaHU, YMGHI/IH, OIIBIT N I{pyrne
pe3YJ'[BTaTI)I (COJICp)KaTCJ'H)HBIe KOMITIOHCHTBI KOMH@TGHHHﬁ), KOTOpBIX HJ'IaHI/IpyeTCH JOCTHUYbL Ha
JTane W3y4yeHWs JUCHMIUIMHBI MOIYNIsS M KOTOpble JOJDKHBI OyayT IpOJEeMOHCTPHUPOBAHbBI
oOyJaroIMMHCS W OLIEHEHBl IMpernojaBaTelieM [0 HWHAUKATOPaM/U3MEPSEMBbIM KPUTEPHUSM.
Pesynbratel oOyueHus (GOpMyIUpYIOTCS TjarojaMd B aKTUBHOW (opMe WM OTIrIarobHbBIM
CYLIECTBUTENbHBIM, JOJDKHBI  COAEpXkKaTb HHIAUKATOpP/U3MEpSEMBI  KpuTepud  (Hampumep,
CaMOCTOSITCNIBHO  (DOPMYJTUPOBATh  MPEUIOKCHHS...; TTOHUMATH/TIOHUMAHHUE, PACCUUTHIBATH
HEOOXOMMOE KOJIMYECTBO MaTEPHUAJIOB.../ pacdeT HEOOXOJUMOTO KOJIMYECTBA MATEpPUAJIOB... U
T.71.). [Ipu BEIOOpPE TITaroJioB MOJIE3HO OMUPATHCS HA TAKCOHOMHIO biyma.

WnaukaTop — 3TO0 mpu3HaKk / curHail/ Mapkep, KOTOpBIM MMOKa3bIBAaeT, HA KAKOM YpPOBHE
0OyJarOIIUICs JOJKEH OCBOUTH PE3YIbTAaThl OOYUCHUSI M UX MPEIbIBICHUE JOJDKHO MOATBEPAUTH
(axT OCBOCHHMS IMPEIMETHOTO COJICP)KAHUS JTAHHOM JTUCITUTUTHHBI.

WNHaukaTophbl JOJKHBI YYUTHIBATHCSA TPU BHIOOPE M COCTABJICHHWH 33JaHUH KOHTPOJBHO-
OIIEHOYHBIX MEPOTIPUATHIA (OLIEHOYHBIX CPEJCTB) TEKYIIEH U MPOMEXYTOYHOMN aTTeCTalllu.

Tabmnuua 2
Ilepeyennb
Kon u HaumeHoBaHue Ilnanupyembie pe3yiabTaThbl 00y4eHUs
AUCHHUILINH
KOMIIETCHIINU (MHAUKATOPBbI)
MOYJIst
1 2 3
PearupoBanue Ha 3-1
KOMIIBIOTCPHBIC IIprHIUIIBI TOCTPOEHUS KOMITBIOTEPHBIX
UHUIHUICHTE, CHCTEM U ceTei
JUKBUIAIMSA UX
MOCJEACTBUN Ha IIK 3. Cnocoben 3.2
oobexTax KU IIPOBOJUTD 3KCIIEPTU3Y .
DKcrepTHAs U VA3BUMOCTH KOMIIBIOTEPHBIX CUCTEM U CETEU
P paccieqOBaHUuU
aHaJIUTHYECKas
KOMITbIOTEPHBIX
JEeSATENBHOCTh B . 3-3
NPECTYIIICHUHN
ctepe peetyn 8 Kpunrorpaduueckue MeToab! 3alIUTHI
paBOHAPYIICHUHN U
obecrnieueHus p pym uHbOpMAIHH
0€30MacHOCTH UHIUICHTOB.
o6wexroB KU 3.4
DKcrutyaTanus B
CHCTEM [IpuHIUIIBI TOCTPOEHHUS CUCTEM YIPABICHUS
oOHapyXeHUs 0a3aMu JaHHBIX




KOMIIBFOTCPHBIX

arak Ha 00BbeKTax
K1

3-5
CpencrBa aHanu3a KOH(pUTypaImii

3-6

HanmonanbHbie, MEXTrocyapCTBEHHBIE U
MEXTyHapOIHBIE CTAHAPTHI B 00JIaCTH
3anuThl HHGOpMauu

3-7
HopmaruBHbie paBoBbIE aKThl B 00J1aCTH
3alnThl UHpOpMALIUU

3-8

PyxoBondimue u METOIMYECKUE TOKYMEHTHI
YIOJTHOMOYEHHBIX (PeIepaibHBIX OPraHOB
HCIIOJIHUTEIILHOM BIIACTH 110 3aIlIUTE
uHbopMaIu

3-9

OpraHu3aioOHHBIE MEPHI 110 3aIUTe
uHpopmaruu

v-1

AHaTM3UPOBaTh KOMITBIOTEPHYIO CHCTEMY C
IENTBIO OTIPEIICIICHUS YPOBHS 3aIUIIICHHOCTH
U JIOBEpUS

V-2

[TporHo3upoBarh BOZMOKHBIE ITyTH Pa3BUTHUS
JEHCTBUI HapymuTeIs HHOOPMAITMOHHON
0e30MmacHOCTH

V-3
HpOI/ISBOI[I/ITL aHaJIM3 ITOJIMTHUKH
0e30I1aCHOCTH Ha npeaIMET aICKBAaTHOCTU

V-4

[IpoBOAUTH MOHUTOPHHI, aHATIU3 U
cpaBHeHHe 3((HEKTUBHOCTH IPOrPaMMHO-
anmapaTHbIX CPEACTB 3aLIUTH MH(OpMaLU B
OTIEPALlMOHHBIX CUCTEMAX

V-5
CocTaBnsaTh 1 0POPMIISATH AaHATUTHYECKUN




OTUYCT IO pe3yiibTaTaM MPOBCACHHOIO aHaJIn3a

V-6

PaspabatbIBaTh IpeAIOKEHUS TIO
YCTPaHCHHIO BBIABJIICHHBIX yﬁI3BHMOCT€I>i
I1-1

Ornpenenenue ypoBHs 3alIUIIICHHOCTH U
JOBEpHA B KOMIIBIOTCPHBIX CUCTEMAX

I1-2

OrneHka prUCKOB, CBSI3aHHBIX C
OCYIIECTBIEHHEM yrpo3 0e30MacHOCTH B
OTHOIIECHUH KOMIIBIOTEPHBIX CHCTEM

I1-3

O11eHKa COOTBETCTBUS MEXAHU3MOB
0€301acHOCTH KOMIIBIOTEPHOM CHCTEMBI
Tpe60BaHI/I$[M CYI]_IGCTBYIOHII/IX HOpMaTI/IBHI)IX
,ZIOKyMeHTOB, a TAKXKC UX aZICKBATHOCTH
CYIIECTBYIONUM PHCKaM

I1-4
[ToaroToBKa aHATMTHYECKOTO OTYETA T10
pe3ynpraraM IMpOBECHHOTO aHAIH3a

I1-5
DopmynrpoOBaHUE MPEIOKEHUMN MO
YCTPAHEHUIO BBISIBICHHBIX YA3BUMOCTEH

1.4. ®opma 00yueHUsn
OOyueHue Mo TUCIUILTHHAM MOJYJISI MOKET OCYIIECTBISATHCS B OUHOU (hopme

2. COAJEPKAHUE U OBECIIEYEHUE PEAJIM3ALUU JUCHUIIIMH MOAY JIs1




MMPOI'PAMMA MOAYJIA
Obnapyoicenue u npedynpexicoenue KOMNbIOMEPHLIX AMAK HA 00bEKMAX KPUMu4ecKou
ungpopmayuonnou ungppacmpykmypol (KHUH)

PA3JIEJ 2. COJIEPJKAHUE M OBECHEYEHUE PEAJIM3ALIMU JUCHATLTAH
MOJYJISA
PABOYAS ITPOTPAMMA JACIUATLTAHBI 1

Peazuposarue Ha kommbromepHvie uHYUOeHN b, IUKBUOAYUA UX nocieocmautl Ha oovekmax KN

Paboyas mporpamMma JUCIHUIUIMHBI COCTABJICHA aBTOPAMHU:

Ne n/m | @amuaus Umsa OtyecTBO Yuenas crenens, Jo/kHOCTH Honpasnenennue
Y4eHoe 3BaHMe

1 Komnepos K.1.1., moneHnrt JOIICHT Yuebno-nayunwiii
AnpgpentCepreeiiBuy yenmp

«HUnugopmayuonna

5 bezonacHocmuvy

@apTymHbelil AHIpen ACCHUCTEHT Yuebno-nayunwiii
Brnagumuposuy yeump

«HUnugopmayuonna

5 bezonacHocmuvy

PexomeH10BaHO y4eOHO-METOJMYECKUM COBETOM HMHCTUTYTa  PaJUOAICKTPOHHUKHU
MH(POPMAITMOHHBIX TEXHOJOTHH - PTD

u



2. COAJEP)XAHME U OCOBEHHOCTHU PEA/IM3AIUUA JUCIHUAIIJINHBI 1
AHamuz cobbimuti besonacHocniu u obecnederue GyHKYuoHUposarust mexuyeckux cpeocms ceevenma I ocCOIKA

2.1. TexHosorun Oﬁy‘leHHH, HUCIOJIB3YEMbIEC IIPU U3YUYCHUU TUCHUIIMHBI MOAYJISA

- TpaI[I/IIII/IOHHaﬂ (perOIIyKTI/IBHaSI) TEXHOJIOTUS (opuenmuposana Ha nepeoauy 3HAHUL U YMeHUl,
obecneyusarowas yceoeHue oOYUAIOWUMUCT COOePICAHUsl 0DYHeHUsl, NPOBEPKY U OYEHKY €20 Kaiecmed Ha
PEnpPOOYKMUBHOM YPOBHE);

2.2. Conep:kanue TUCHUIIHHBI 1

Tabmumna 1.3
Koa Pa3pen, Tema
pasaeia, % Conep:xanue
JUCHHUTIJIMHbI
TeMbI
KOMl‘[LlOTeprIe CeTeBbIC NoHnaTne n cuctemaTtmka KOMMbKOTEPHbIX aTak;
aTaku 3AT1anbl ceTeBon ataku; ViccnegosaHme ceTeBomn
TOMOJ10TUN, O6Hapy>+<eHme OOCTYMHbIX CETEBbLIX
1 CJ'Iy)K6; BbisiBneHue YA3BUMbIX MECT aTaKyeMOﬁ
CUCTEMDbI; Peanm3aumm aTak; ATakn Tuna «oTkas
B 00CnyXnuBaHuny; BoisiBNeHne ataku Ha
npoTokon SMB; besonacHoCTb BEG-NPUNOXEHUI
Ocuosabie THIBI COA; MuoroareaTHbIe COA,;
CHCTeMbI 0GHAPYKEHHST Anroputmel 1 Moenu COA; HapaMﬂpLI CETEBOTO
2 tpaduka, ananmmsupyembie COA; OyHKIIMOHAI cHCTEM
arak obHapykeHus atak; Cpencrsa MpeaoTBPAIICHUs aTaK;
O6nHapyxeHue 0eCIpOBOHBIX aTaK
Ocnogusie monoxeruns 187-¢3; ['ocCOIIKA; ACYTII;
Be3omacHocTh 3HaUMMBIX 00bekTOB KN
Obecnevyenne OTBETCTBEHHOCTH 3a HEMPABOMEPHOE BO3IEHCTBHE Ha
uHGOpMAITHOHHOMI KW P®; Crincok HOpMaTHBHBIX TOKYMEHTOB
3 0e3omacHoCTH KubeprpocTpaHCcTBO Kak TOTEHIIMATBFHBINA HCTOYHUK YTPO3
KPHUTHYECKOM JUTSE KPUTHYECKH BAXHBIX 00BEKTOB MH(PACTPYKTYPHI U
HH(pacTPYKTypbI nH(MOpMaITOHHON MHPPACTPYKTYPHI CTPAHBI B IIETTOM;
Poccuiickoii Dexepanum. Konnermus nomuanposannst HATO B
kubepmpocTpancTse. HeobxomumocTs obeciedeHus
rupoBoro cyBepenutera Poccuun

2.3. IIporpamma IUCHUILUIMHBI pealiu3yeTcsl Ha rocy1apcTBEHHOM si3bike Poccuiickoit deneparuu

2.4. VYYUEBHO-METOJUYECKOE 1 UH®OPMAIIMOHHOE OBECIIEYEHUE
T CHUTIIMHBI

PeaeupogaHue HA KOMNblomepHbsle uHL]uaeHmbl, ﬂuK@Mdal/;Mﬂ Ux nocaeocmeull Ha 0OveKmax
Knun

JIEKTPOHHBIE pecypchl (M31aHNs)
- ObC, Ha komopbie ecmb noonucka,
- elar.urfu.ru,
- study.urfu.ru,
- uHwle catimol 8 domere Urfu.ru.
Csedenus bepymces u3 31eKmMpOHHO20 Kamanoz2a dubiuomexu



http://lib.urfu.ru/course/view.php?id=76 u eéxurouaromes 6 pabouyio npoepammy nocie
APOGEPKU UX OOCMYNHOCHU (QOINHCEH OMKPBIBAMbCS NOIHBIL MEKCM, A HE O3HAKOMUMENbHbLLL

ppacmenm).]

IleyaTHble U3TaAHUSA

1. Hayuomnanvnas cucmema pannezo npedynpexicoeHust 0 KOMNbIOMepHOM HaNna0eHUu:
Hayunas monoepagus / [lempenxo C. A., Cmynun J{. /1. / noo obweii pedaxyueti C. @. boesa.
Yuusepcumem Unnononuc. — Hnnononuc: «Mzoamenvcxuii Jom «Agpunay, 2017. — 440 c.

2. 3awuma ungopmayuu 6 komnvromepHuix cemsax. Ilpakmuueckuii Kypc: yuebHoe nocobue /
A.H. Auoponuux, B.B. boeoanos, H.A. /lomyxoseckuii, A.C. Konnepos, H . Cunaockuii, /. A.
Xopwvros, M .IO. lllepbaxos; noo peo. H.U. Cunadckozo. — Examepunobype: YI'TY-VIIU, 2008.
- 248 c.

3. Jlykaykuii, A. B. Obnapyocenue amax [Texcm] — 2-e uz0., nepepab. u oon. / A. B.
Jlykayxuii. — CI16: BXB-Ilemepoype, 2003. — 608 c. : un. ; 24 cm. — 3000 sx3. — ISBN 5-94157-
246-8

4. Meoseoosckuii, U.]]. Amaka na Internet [Texcm] / H.J]. Meoseoosckuii, I1.B. Cembsinos,
J.I" Jleonos. — 2-e uz0., nepepa6. u oon. — M.: JIMK, 1999. — 336 c.

Jlononnumenvhnas:

1. Snort Users Manual. Bepcus 2.4.0. [Dnekmponnwiii pecypc]. — http://www.snort.org — 94 c. ;
30 cm.

2. Kopm, C. C. Teopemuueckue ocroswl 3auumol ungpopmayuu [Texcm] : yueb. nocobue ons
8y306/ C. C. Kopm. — M.: I'enuoc APB, 2004. — 240 c. : un. ; 24 cm. — 2000 sx3. — ISBN 5-
85438-010-2

3. Kazienko, P. Intrusion Detection Systems (IDS). Part I, Il [Dnexmponnwiii pecypc] / P.
Kazienko, P. Dorosz. — http:/www.windowsecurity.com, 2003.

4. Ckpemopeii, [oc. Cekpemol xaxepos. bezonacnocmo Windows 2000 — 2omogvie peuterus
[Texcm] : [nep. ¢ anen.] / Howcoen Ckpemopeti, Cmiwoapm Max-Knap. — M.: Bunvsmc, 2002. —
464 c. : un. ; 24 cm. — Ilepesoo. uzo.: Hacking Exposed. Windows 2000: Network security
secrets & solutions / Joel Scrambray, Stuart McClure. — 3500 k3. — ISBN 5-8459-0300-9

IIpodeccuonanbHbie 0a3bl JTaHHBIX, HH(POPMAIHOHHO-CIIPABOYHBbIE CHCTEMbI
Cmanoapmut - Unmepnem nopman ISO27000.RU http.://www.iso27000.ru

Matepuansi s jgun ¢ OB3
Becy kontent OBC mpencraBimeH B Bujae (GaliaoB crnenuaibHOro dopmara s

BOCIIPOU3BEACHHA CHUHTE3aTOPOM pE€YH, 4 TaKXKE€ B TCCTOBOM BHUAC, IIPUIOAHOM JIsI IMIPOUYTCHUSA C
HCIIOJIB30BAHHUECM 3KpaHHOﬁ JIynbl U HaCTpOﬁKOﬁ KOHTPAaCTHOCTH.

Ba3bl 1aHHBIX, HHGOPMAIMOHHO-CIIPABOYHbIE U MOUCKOBbIE CHCTEMBI

www.consultant.ru. - www.garant.ru. - DaekTpoHHO- OMOIMOTEYHAs CHCTEMA

ZNANIUM.COM - pexum gocTyma WWW.znanium.com.

- Hayunas snexkrponnas 6udmuoreka eLIBRARY.RU — pexxum mocryma http://elibrary.ru.

- Dnextponnas oubimmoreka Grebennikon — pexxum gocrtyna http:/grebennikon.ru/.

- YHuBepcanbHas CpaBoYHO-HH(POPMAIMOHHAS TTOJTHOTEKCTOBAs 0a3a JaHHBIX [TEPHOIUIECKUX
n3nanuit EastViewhttp://ebiblioteka.ru/.

2.5. MATEPUHAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

Ynpaenenue ungpopmayuonnoii 6ezonacnocmoio UCI/[n, I'YIC u 3nauumeix oovexmos KHH
Caenennst 00 OCHAIICHHOCTH JHCHUILIHHBI CIIEUATH3UPOBAHHBIM M J1a00paTOPHBIM
o0opyroBaHMEM M NPOrPAMMHBIM o0ecnedYeHueM

Tabmuna 3.1


http://lib.urfu.ru/course/view.php?id=76
http://www.garant.ru/
http://www.znanium.com/
http://elibrary.ru/
http://grebennikon.ru/

Ne

Buapbl 3anaTuii

OCHaIIEeHHOCTh CEeMHAAIbHBIX

IlepeyeHb JMLIEH3UOHHOTO

n/n TOMeELICHHI M OMeIeHn i I NMPOrpaMMHOI0 obecreveHns.
CAMOCTOSITeIbHOM PadoThI PexkBH3NTHI NOATBEPKAAIOIIETO
JOKYMEHTa
1. Komnwvromepuwiii kracc. 1. Microsoft Windows 7

Jlexuuu; IlpakTnyeckue
3aHATHS;

Koncynpramuuy;
CamocrosarenbHas pabora
CTYZAEHTOB;

2. Ilepconanvhuoiii
KOMNbIOmMep Npenooasamens ¢
MYTLMUMEOUA-NPOEKMOPOM U

IKPAHOM.

3. Cepmughuyuposannulil
NPOSPAMMHO-ANNAPAMHBIL
KOMNIEKC MEHCCemeB8020
IKPAHUPOBAHUSL.

4, Obwecucmemnoe u
NPUKIAOHOE NPOSPAMMHOE
obecneuenue, cpedcmsa
3auumol uHopmayuu:

Enterprise SP1, Windows Server
2008 R2 Enterprise;

2. Microsoft Windows XP

SP3, Microsoft Windows Server
2003 R2 Enterprise;

3. Microsoft Internet
Information Services 6.0.
4, IIporpammuoe

obecmeuenne Microsoft Office
Bepcuu He meHee 2010.
JlaGopaTopHbie CTEHABI IS
BBINIOJIHEHHUS TIPAKTUYECKUX PaboT
- 8 .
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IMPOI'PAMMA MOAYJIA
Obnapyoicenue u npedynpexicoenue KOMNbIOMEPHbIX AMAK HA 00bEKMAX KPUMu4ecKkot

ungpopmayuonnou ungppacmpykmypol (KHUH)

PA3JIEJ 2. COAEPKAHUE U OBECIIEYEHUE PEAJIN3ALIIUU JUCHUIIVIMH

PABOYASA NIPOI'PAMMA JTUCHUIIJINHBI 2

MOJIYJISA

DKcnepTHas U aHaJIUTUYEeCKas AesITeIbHOCTD B chepe obecrnieueHus: 6e3onacHoctu o0bexkToB KNUU

Paboyas mporpamMma JUCHUIUIMHBI COCTABJIEHA aBTOPAMHU:

Yuenas
cTeneHb IToapa3neenue
Ne n/m | @amuaus Umsa OtyecTBO ’ Jo/kHOCTH Apasi
yueHoe
3BaHHE
1 Konnepos Anpapeit K.t.1., JOIICHT Yuebno-nayunwiii
CepreeBuu JIOTIEHT yenmp
«Hngopmayuonnasn
bezonacrocmovy
PexomMeHI0BaHO  Yy4eOHO-METOAMYECKHMM  COBETOM HMHCTHTYTA  PAJUOICKTPOHUKU U

MH(POPMAITMOHHBIX TEXHOJOTH - PTD
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2. COOJEP) KAHUE U OCOBEHHOCTHU PEAJIM3ALIUU JUCHUIIJINHBI 2
Peacuposanue u nuxeuoayus nociedcmeuti KOMRbIOMEPHLIX UHYUOEHIMOS 8 PAMKAX
@yHxyuonuposanus yenmpos monumopurea I ocCOIIKA

2.1. TexHOonoruu obyuyeHuns, ucnonb3yemble NpPU U3y4EHUN AUCLUMIUHDI
moAayna

- TpaI[I/IIII/IOHHaﬂ (perOIIyKTI/IBHaSI) TEXHOJIOTUS (opuenmuposana Ha nepeoayy 3HAHUL U YMeHUl,
obecneyusarowasi yceoeHue 0OVUAIOWUMUCT COOePIUCANUsl 0OYUeHUsl, NPOBEPKY U OYEHKY e20 Kaiecmed Ha
PEnpPOOYKMUBHOM YPOBHE);

2.2. Conep:kanue THCIUNTHHBI

Tabmuua 1.3

Kon
pasneJa,
TEeMbI

Pa3pnen, Tema
JTUCIHUIIINHEBI*

Conep:xanue

P1, Tl

[Toaxons! k OpraHu3anuu
AKCHEPTHO-AHATUTHYECKO N
NEATENBHOCTH B [IEHTPAX
MOHHUTOPHHIA

HenTp MoHuTOpUHra HHGOPMAMOHHON 0€30MaCHOCTH
(Security Operation Center); O630p metoauku CRAMM;
0630p metomonoruu COBIT for Risk

HopmaruBHOE perynmupoBaHue JIeTeIbHOCTH IICHTPOB
I'ocCOIIKA; moakmouenne k I'ocCOIIKA;
pearupoBaHHe Ha WHITUICHT

Peectp ya3sumocteit B/IY ®CTOK Poccun; MITRE
CVE u 6a3a manasix NVD; OSVDB; Secunia Advisory
and Vulnerability Database; VND ot CERT/CC; Exploit
Database; Arperaropsl nHGOpManuu 00 yI3BUMOCTSIX
ABTOMAaTHYECKOE U3BJICUYCHUE M CKAaHUPOBaHUE (HaiiyioB;
ABTOMaTHYECKOE Ha3HAYEHHE UMEHU XOCTa U MOJICETH;
CIDR nonceTtu Ijist COIOCTABIIEHUSI UMEHH CErMEHTA
ceTu 4yepe3 KoHpuUrypanuoHHbIi ¢aiin; OnpeneincHue
uHTepdeiica uMenn xocta u uMmeH nojcetreit CIDR;
Elasticsearch; Crioco6b1 ycranoBku Malcolm; Ananu3

KOH(pUTYypaluu y3i10B ceTy; Mckinrouenus cTaHaapToB
CIS

P2, T1

AHajimTHYecKas padora ¢
COA npu nomomm CYB/]

Omnepatop SELECT; IIpoekuus; Beioop; Coenunenus;
Br16op cronbios; SQL-onepaTopsl; 3aroioBKu
cToJ010B; Mcnosib30Banre apugMeTuyecKux
oneparopos; Mcnonb3zoBanue nceB1oHUMOB; CTpyKTypa
TaOJIULIBI

Orpanundenue cTpok BEIOOPKU; CHMBOJIBHBIE CTPOKH H
natel B npegioxxennn WHERE; Onepatopsl cpaBHeHNS,
[ToncranoBounbie cumBouibl; Unentudukatop ESCAPE;
[Ipumepsl cCOPTUPOBKHU

Oyukuuu SQL; OIHOCTPOUHBIE U MHOTOCTPOYHbBIE
¢byukumn; CUMBOJIBHBIE M YUCIIOBBIE (DYHKITNHN; Bus
¢bynkumii; Tabnmua DUAL; PaboTa ¢ natamu

Oynkuuu npeodpazoBanus; HesBHoe U siBHOE
npeobpaszoBanue; UucTpykium; Brnoxennsie GyHKINY;
YcnosHoe BelpaskeHne CASE.

2.3. [Iporpamma AMCHUIUIMHBI peaTn3yeTcss Ha rocy1apcTBEHHOM si3bike Poccuiickoi deneparuu
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YUYEBHO-METOAMYECKOE 1 THOOPMAIIMOHHOE OBECITEUEHUE JUCHUIIJIMHBI

YnpaiieHue npoeKkTaMu B 001acTi ”HPOPMAITMOHHON 0e30TIacCHOCTH
DJIEeKTPOHHbBIE pecypchl (M31aHNsA)

- ObC, na komopuvie ecmb NOONUCKA,

- elar.urfu.ru,

- study.urfu.ru,

- uHble catimvl 8 domene Urfu.ru.
1. Mockoeckoe omoenenue Hnemumyma ynpasnenus npoexkmamu - Project Management
Institute PMI — www.pmi.ru
2. Hayuonanvuas accoyuayus ynpasnenue npoexkmamu « COBHETY (kopnopamuemwiil uieH
MeHCOYHAPOOHOU opeanuzayuu ynpasienus npoekmamu IPMA) — www.sovnet.ru
3. Texnonozuu xopnopamusHnoco ynpasnenus. [lpoexmmnoe ynpasnenue. —
http://www.iteam.ru/publications/project/

IleyaTHbIe U3TAHUA

1. Hayuonanvnas cucmema panue2o npeodynpeicoeHusi 0 KOMIbIOMePHOM HANA0eHUU: HaAYYHAas

monoepagpus / Ilempenxo C. A., Cmynun /1. /1. / noo obweii peoaxyueti C. @. boesa.

Ynusepcumem Hnnononuc. — Unnononuc: «Mzoamenvckuu [Jom «Agpunar, 2017. — 440 c.

2. 3awuma ungopmayuu 8 KOMNLIOMEPHBIX CEMAX. CUCMEMbL OOHAPYHCEHUSL KOMNLIOMEPHBIX

amaxk : yuebnoe nocooue / ©.U. Hsanos, A.C. Konnepos, HU. Cunaockuii, /[.A. Xopvkos. —

HUpxymek: UT'Y, 2012. — 115 c.

3. baszvl oannvix. Ilpakmuuecxoe npumenenue CYBE/ SOL- u NoSQL-muna ons npumerenus

NPOEKMUPOBaHUsL UHPOPMAYUOHHBIX cucmem | yuebHoe nocodoue / M.B. Xanuenko, B.JI.

Cumonos, C.A. Mapmuwun. — Mockea: @opym, 2018. — 368 c.

Jlononnumenvhas:

1. Cemesas 3awyuma na 6aze mexnonoauti pupmol Cisco Systems. Ilpakmuueckuii Kypc:

yueonoe nocooue / A.H. Anoponuux, A.C. Konnepos, HU. Cunaocxuii, M.FO. [l]epbaxos; noo

peo. HU. Cunaockoco. — Examepunoype: Yp®@Y, 2012. — 160 c.

2. Manoua, K. 3awyuma om emopoicenuii. Paccnedosanue komnvromepHuix npecmynieHul

[Texcm] : [nep. ¢ anen.] / K. Manoua, K. IIpocuc. — M.: JIOPU, 2005. — 476 c. : un. ; 24 cm. —

Ilepesoo. uzo.: Incident response: investigating computer crime / Chris Prosise, Kevin Mandia.

— 1500 5x3. — ISBN 0-07-213182-9 (6 nep.)

3. Jlykayxuii, A. B. Obnapyacenue amax [Texcm] — 2-e uzo., nepepa6b. u oon. / A. B. Jlykayxuii.

— CI16: BXB-Ilemepoype, 2003. —608 c. : un. ; 24 cm. — 3000 3x3. — ISBN 5-94157-246-8.

4. Gary Hallen, Greg Kellogg Security Monitoring with Cisco Security MARS. — USA: Cisco

Press, 2007. - 335 c.

IpodeccuonanbHble 6a3bl JTaHHBIX, HH(POPMAIMOHHO-CIIPABOYHbIE CUCTEMbI
http://lib.urfu.ru/mod/data/view.php?id=1379]

Matepuansi ais jgun ¢ OB3
Becy kontenr OBC mpencraBieH B Buae (GaiioB clieNUaIbHOTO ¢opMara s
BOCIIPOM3BEICHHUSI CHHTE3aTOPOM PEYM, a TaKXKe B TECTOBOM BHJIC, MPUIOJHOM I IPOUYTEHUS C
MCIO0JIb30BAHUEM DKPAHHOM JIYIbI M1 HACTPOUKOW KOHTPACTHOCTH.

Ba3bl 1aHHBIX, HHPOPMAIHOHHO-CIIPABOYHbIE H MOMCKOBbIE CHCTEMbI
www.consultant.ru. - www.garant.ru. - DeKTpoHHO- OHOIHOTEUHAs CHCTEeMA
ZNANIUM.COM - pexum goctyrma WWW.znanium.com.
- Hayunast anextponnas outianoreka eLIBRARY.RU — peskxum moctyma http://elibrary.ru.
- DnekrponHas 6ubauoTeka Grebennikon — peskxum moctyma http://grebennikon.ru/.
- YHuBepcanbHas CIpaBOYHO-UH(POPMAITHOHHAS TIOJIHOTEKCTOBAst fa3a JaHHBIX TEPHOINICCKUX
uznanuit EastViewhttp://ebiblioteka.ru/.
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http://www.iteam.ru/publications/project/
http://www.garant.ru/
http://www.znanium.com/
http://elibrary.ru/
http://grebennikon.ru/

2.4.

MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJIMHBI 2

CBe)IeHI/Iﬂ 00 OCHAIICHHOCTU JUCHUILIMHBI CIICHUAJTU3UPOBAHHBIM U ﬂaﬁopaToprIM
060pyu03aHHeM U MpOorpaMMHbIM o0ecneyeHHEM

Tabmnuua 3.1

n/n

Buapbl 3ansaTmii

OCHAIIEHHOCTH CNEeIHAJIBHBIX
TMOMeIeHNIi M TOMeIleHIi JJIst
CAMOCTOSITeTbHON PadoThI

IlepeyeHb JMLIEH3UOHHOTO
NMPOrpaMMHOro obecrneyeHus.
PexBU3MTHI NOATBEPKIAIOIIETO
JOKYMEHTa

Jlextuuy;
JlaGopaTopHbie
3aHSTHS;
Koncynprammuy;
CaMocrosTenpHas
pabora cTyneHTOB;

1. Komnwvromepruiii kracc.

2. Ilepconanvusiii komnvromep
npenooasamensi ¢ Myr1bmumeoua-
NPOEKMOPOM U IKPAHOM.

3. Cepmuguyuposanrulil
NPOSPAMMHO-ANNAPAMHBII KOMNIEKC
MedHccemesozo IKPAHUPOBAHUSL.

4, Obwecucmemnoe u
NPUKIAOHOE NPOSPAMMHOE
obecneuenue, cpedcmaa 3auumsl
ungopmayuu

Komnviomep, na komopom
VCMAHOBNEHO NPOPAMMHOE
obecneuenue: MS Excel, Project
Expert 7, MS Project.
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MMPOI'PAMMA MOAYJIA
Obnapyoicenue u npedynpexicoenue KOMNbIOMEPHbIX AMAK HA 00bEKMAX KPUMU4ecKkot
ungpopmayuonnou ungppacmpykmypol (KHUH)

PA3JEJ 2. COAEPKAHUE U OBECIIEYEHUE PEAJIMBALIUU JUCHUIIJINH

MOJYJISA

PABOYASA TPOI'PAMMA JJUCHUIIJIMHBI 1
JkcnnyaTaumsi cucteM obHapyXXeHUst KOMMbIOTEPHbIX aTak Ha obbekTax KN

Paboyas mporpamMma JUCIUIUIMHBI COCTABJICHA aBTOPaAMHU:

Ne n/m | @amuaus Umsa OtyecTBO Yuenast creneus, JoxHoCcTH Tonpasnenenue
yuyeHoe 3BaHHue

1 Konnepos Anpapeit K.1.1., moneHnr JOIICHT Yuebno-nayunwiii
CepreeBuu yeump

«HUnugopmayuonna

5 bezonacHocmovy

2 daptymHbiil AHApen ACCUCTEHT Yuebno-nayunwiii
Brnagumuposuy yeump

«HUnugopmayuonna

5 be3onacHocmovy

PexoMeH10BaHO  y4eOHO-METOAMYECKMM  COBETOM HHCTHTYTA  pPAaJUODIEKTPOHUKH U

MH(POPMAITMOHHBIX TEXHOJOTHH - PTD
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2. COAEP)KAHUE 1 OCOBEHHOCTHU PEAIM3AIIMU JUCTIAIIJIMHBI 1

OxenepmHo-ananumudeckas OesmensHocmb 6 yermpax monumopurea I ocCOLIKA

2.1. Texnojorumn 06yqe}mﬂ, HUCII0JIB3YEMbIEC IIPU U3YYCHUHU TUCHUIIMHBI MOAYJISA

- TpaI[I/IIII/IOHHaﬂ (perOIIyKTI/IBHaSI) TEXHOJIOTUS (opuenmuposana Ha nepeoauy 3HAHUL U YMEeHUl,
obecneyusarowasi yceoeHue 0OYUAIOWUMUCT COOePAUCANUsl 0OYUeHUsl, NPOBEPKY U OYEHKY e20 Kaiecmed Ha
PEnpPOOYKMUBHOM YPOBHE);

2.2. Conep:xanue TUCHUIIMHBI 1

Tadmuma 1.3

Kon
pasnaeJa,
TeMBbI

Pa3pnen, Tema

Copaep:xanue
JTUCIHUIIINHEBI* Aaep

P1 IMoaxoapl kK OpraHu3anuu Lentp MOHUTOPHWHTA nH(POPMAITMOHHOM
IKCIEPTHO- oe3omacHoctu (Security Operation Center); O630p
AHAJIUTHYECKOM metoauku CRAMM; O630p metomosnoruu COBIT for
AesAITeIbHOCTH B IIEHTPax Risk

MOHUTOPHUHIA Peectp ysa3Bumocterr BIIY ®CTIK Poccun; MITRE
CVE wu oOasa gauneix NVD; OSVDB; Secunia
Advisory and Vulnerability Database; VND ot
CERT/CC; Exploit Database; Arperatopsl
nHpopMaIu 00 ysI3BUMOCTSIX

PermamenTupoBaHne B POCCHUICKON HOPMAaTUBHOU
0aze JesATeNbHOCTH MO aHanuzy yrpos; CreHapuu
Cyber Kill Chain; IIpumenenne ATT&CK s
MOJIETTUPOBaHUS YIpo3

ABTOMAaTHYECKOE U3BICYEHHE U  CKaHUPOBaHUE
¢aitioB; ABTOMaTHYECKOE Ha3HAYEHHE MMEHHU XOCTa
u noacetr; CIDR mojceTn mjIst conocTaBlIeHUS HMEHHU
CEerMEHTa CeTH uepe3 KOHQUTYPAalMOHHBIM (aii;
Onpenenenue wuHTepdeiica MMEHHM XOCTa U HMEH
nozacereit CIDR; Elasticsearch; CriocoObl ycTaHOBKH
Malcolm; Amnanu3 KoHGUTrypalud VY3JIOB CETH;
Uckmouenus cranpaptoB CIS

P2 Omnepatop SELECT; IlIpoekmusi;  Bribop;
Coenunenusi; Bpibop ctonbuos; SQL-omeparopsr;
3aroy0BKH CTOJIOLOB; Hcnonb3oBanue
apupmeTnueckux  omeparopoB;  Mcnosb3oBaHue
nceBI0HMMOB; CTpyKTypa TaOIHILIbI

OrpanunueHue cTpok BbIOOpkH; CHUMBOJBHBIE CTPOKU
u garel B npemnoxxenun WHERE; OmnepaTtopsl
CPaBHEHUS, IToacraHoBOUHEBIE CHUMBOJIBI,
Unentuduxarop ESCAPE; [Ipumeps! cOpTUPOBKH
@ynkuuu SQL; OpHOCTpOYHBIE MU MHOTOCTPOYHBIE
¢ynkiun; CUMBOJIbHBIE U YMCIOBbIE (PyHKINHU; Buabl
¢byukuwmii; Tabnmua DUAL; PaboTa ¢ natamu
Oynkiun  npeobpasoBanus; HesBHoe u  sBHOE

AHajguTHYecKas padora ¢
COA npu nomoum CYB/]
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npeoOpa3oBaHue; Wuctpykuuu; Brnosxennsie
¢ynkiun; Ycnosroe Boipakenue CASE

2.3. [IporpamMmmMa JUCIUIUIMHBI peaIn3yeTcs Ha roCyJapcTBEHHOM si3bike Poccuiickoit denepanuu

2.4. VYYEBHO-METOJUYECKOE U UHO®OPMAILIMOHHOE OBECIIEUEHUE
JUCHUIINHBI

Vnpasnenue ungpopmayuonnou vezonacnocmoio UCIn, I'UC u 3nauumvix oovekmos KHH

DJIEeKTPOHHbBIE pecypchl (U31aHMSA)

- OB C, na komopuvie ecmb NOONUCKA,

- elar.urfu.ru,

- study.urfu.ru,

- unble caiimvl 8 Oomene urfu.ru.
Ceedenus bepymcs u3 31eKmpoHHO20 Kamano2a bubiuomexu
http://lib.urfu.ru/course/view.php?id=76 u eéxurouaromes 6 pabouyro npoepammy nocie
npoGepKU UX OOCMYNHOCIU (00IXHCEH OMKPLIBAMbCS NOJIHbIL MEKCM, d He 03HAKOMUMENbHbLU

ppazcmenm).]

IleyaTHble U3TaAHKUS

1. Hayuonanvnas cucmema panne2o npedynpexicoenusi 0 KOMNblomepHoM HaNnao0eHuu.: HayyHas
monoepagpus / Ilempenxo C. A., Cmynun /1. /1. / noo oobweii peoaxyueti C. @. boesa.
Ynusepcumem Hnnononuc. — Unnononuc: «Mzoamenvckui /Jom «Agpunayr, 2017. — 440 c.

2. BAUJUTA HHOOPMALIMHU B KOMIIBIOTEPHBIX CETAX. cucmemul oOnapyscenus
KOMNbIOmMepHuIX amak : yuebrnoe nocooue / @.U. Heanos, A.C. Konnepos, H.U. Cunaockuii,
I.A. Xopvros. — Hpkymcek: UT'Y, 2012. — 115 c.

3. basvl oannwix. Ilpakmuuecxoe npumenenue CYE/] SQL- u NoSQL-muna ons npumenenus
NPOEeKMUPOB8arUsL UHPOPMAYUOHHBIX cucmem .| yuebrnoe nocooue / M.B. Xanuenko, B.JI.
Cumonos, C.A. Mapmuwun. — Mockea: @opym, 2018. — 368 c.

Jlononnumenvhnas:

1. Cemesas 3awuma na 6aze mexuonoeuti pupmot Cisco Systems. [Ipaxmuueckuii Kypc:
yueonoe nocooue / A.H. Anopornuux, A.C. Konnepos, H 1. Cunaockuii, M.FO. ll]epbakos, noo
peo. HU. Cunaockoco. — Examepunoype: Yp®@Y, 2012. — 160 c.

2. Manoua, K. 3awyuma om emopoicenuii. Paccnedosanue komnvromepHuix npecmynieHul
[Texcm] : [nep. ¢ anen.] / K. Manoua, K. Ilpocuc. — M.: JIOPHU, 2005. — 476 c. : un. ; 24 cm. —
Ilepesoo. uzo.: Incident response: investigating computer crime / Chris Prosise, Kevin Mandia.
— 1500 sx3. — ISBN 0-07-213182-9 (6 nep.)

3. Jlykayxkuii, A. B. Obnapyoicenue amax [Texcm] — 2-e u30., nepepab. u don. / A. B. Jlyxayxuii.
— CI16: BXB-Ilemepbype, 2003. — 608 c. : un. ; 24 cm. — 3000 sx3. — ISBN 5-94157-246-8.

4. Gary Hallen, Greg Kellogg Security Monitoring with Cisco Security MARS. — USA: Cisco
Press, 2007. — 335 c.

IMpodeccnonanbHblie 6a3bl JAHHBIX, HH(POPMANMOHHO-CIIPABOYHBbIE CUCTEMbI
Cmanoapmur - Hnmepnem nopman ISO27000.RU http.://www.iso27000.ru

Marepuais! gis jun ¢ OB3
Becy xontentr OBC mpexactaBieH B Buie (aiioB cneuuanbHOro gopmara s
BOCIPOU3BE/ICHUS] CUHTE3aTOPOM PEuH, a TakkKe B TECTOBOM BHJIE, IIPUTOJHOM [yl MPOUYTEHHUS C

HCIIOJIb30BAHHUEM 3KpaHHOﬁ JIYTIBI 1 HaCTpOﬁKOﬁ KOHTPAaCTHOCTH.

ba3snl JAaHHBbIX, qu)opMaunonno-cnpaBOtlee U MOUCKOBBIC CUCTEMBbI
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http://lib.urfu.ru/course/view.php?id=76

www.consultant.ru. - www.garant.ru. - DeKTpoHHO- OHOJIMOTEUHAs CHCTEMA
ZNANIUM.COM - pexum noctyma WWw.znanium.com.
- Hayunas anexrponnas oudiamnoreka eLIBRARY.RU — pesxxum nocryna http://elibrary.ru.

- Dnexrponnas oubaunoreka Grebennikon — pexxum gocryma http:/grebennikon.ru/.

- YHHBepcabHas CIPaBOYHO-UH(POPMAIIOHHAS TIOJIHOTEKCTOBAs §a3a JAHHBIX TIEPHOANICCKUX
n3nanuit EastViewhttp://ebiblioteka.ru/.

2.5. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCIUIIJIMHBI

Caeennsi 00 OCHAIIEHHOCTHU JUCHUILIMHBI CTIENHATU3UPOBAHHBIM U JIA00PATOPHBIM
000py/1I0BaHNEM U MPOrPAMMHBIM o0ecneyeHneM

Ta0muma 3.1

n/n

Buap! 3angaTuii

OcCHaIEHHOCTh CEeMUAAIbHBIX
MOMeIEeHNIT ¥ TOMeIeHii JJIst
CAMOCTOSITEIbHON PadoThI

IlepeyeHb JHIIEH3MOHHOT O
NMPOrpaMMHOr0 odecrneyeHus.
PeKkBU3NTHI MOATBEPKIAIOIIETO
JTOKYMEHTA

Jlexuuu; IlpakTnyeckue
3aHATHS;

Koncynpranuu;
CamocrosrenpHas padbora
CTYJICHTOB;

1. Komnwvromepuuiii k1acc.

2. Ilepconanvhoiii
KOMNbIOmep npenooasameins ¢
MYToMUMEOUA-NPOEKMOPOM U

IKPAHOM.

3. Cepmughuyuposannulil
NPOCPAMMHO-ANNAPAMHBLLL
KOMNIEKC MEeCCemeB020
IKPAHUPOBAHUSL.

4, Obuwecucmemmoe u
NPUKTIAOHOE NPOCPAMMHOE
obecneuerue, cpedcmsda
3auumol uHopmayuu:

1. Microsoft Windows 7
Enterprise SP1, Windows Server
2008 R2 Enterprise;

2. Microsoft Windows XP
SP3, Microsoft Windows Server
2003 R2 Enterprise;

3. Microsoft Internet
Information Services 6.0.
4, [Iporpammuoe

obecneuenne Microsoft Office
Bepcuu He menee 2010.
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http://www.garant.ru/
http://www.znanium.com/
http://elibrary.ru/
http://grebennikon.ru/
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